DATASHEET

Message Stream Filtering Service

A powerful solution to safeguard networks from inbound spam and malware.

Inbound email messages can contain threats in the form of
ransomware, phishing, and viruses that put both your users
and company at risk. Message Stream from MailSPEC can help
mitigate those risks with a message filtering solution that is
constantly updated to ensure the highest level of protection in

a redundant cloud-based architecture.

OUR SOLUTION

Our solution is a gateway for all messages sent to your
domain(s). DNS MX records are updated such that your mail
is sent to our cloud-based system where it is filtered and
then relayed to your server. Potentially harmful messages
are quarantined and managed by users with discrete
control.

Not only are the messages filtered, protecting your users,
but your internal network infrastructure is also better
protected. By restricting SMTP access to your server(s) so
only the Message Stream servers can connect (to deliver
the filtered mail), you reduce the risk of other attacks (DOS,

Dictionary, Brute Force, etc.).
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DATASHEET: MESSAGE STREAM FILTERING SERVICE

EMAIL FILTERING

e Advanced Anti-spam and Anti-virus scanning
e Restriction based on message size

e DNS checks for SPF/DKIM/DMARC

e Allow/Deny lists for sender/recipient

e Support for any messaging platform

QUARANTINE

e Web and IMAP accessible quarantine(s) with the ability to control (view/release/remove) filtered messages
e Allow or deny addresses based on quarantined messages
e (Customizable reporting

WEB INTERFACE

e Multilingual interface with multi-level access rights
e | DAP-based authentication available
e HTTPS for secure management
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If you are interested in better protecting your users and network, please reach out to us:
https://support.mailspec.com/en-US/new-ticket



